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Overview:

To the average user, the functionality of the MNF software package can be a bit overwhelming. The purpose of this paper is to describe some of the important features of the system and how to configure them. In addition, some of the fundamental weaknesses are discussed with approaches for utilizing the to minimize the impact of those areas.

Basic Installation:

The installation process is extremely simple and intuitive. Recognition of the network card(s) installed can always be problematic, but when using common NICs, the process should go fairly well. It would be prudent to decide ahead of time what the layout of your network will be (e.g., IP addresses, network addresses/submasks and default routes). For the most part, all of the choices that are made during installation can easily be modified once the initial installation is complete, but it is important that at least one of the interfaces (NICs) be properly configured, as the machine is designed to be configured via the web interface running on port 8443.  

So be sure to include the proper ip address/ subnet mask and default route so that the MNF can be hooked to an existing network and accessed via the browser of a convenient workstation.  Most configuration errors at this point can be overcome by hooking a laptop or workstation to an interface with a crossover cable, configuring the laptop/notebook to have whatever configuration is necessary to connect to the MNF. Also be sure to configure the interface to allow for “admin” access on that interface as one typically configures the MNF to be configured from behind the firewall, denying access to the “internet” side.

Features:

The MNF allows for a number of typical features required for network support:

· DNS server

· Proxy server for web access

· DHCP server

· And an intrusion detection system

Most importantly, you do not need to be concerned about these services in the beginning and should give careful consideration to using them at all, at least if the machine is going to function as the firewall connected to the internet.

In addition, the firewall can be configured to allow VPN connections between remote sites, and allows for easy installation if both sites use a MNF system.

Installation issues:

Once you complete the initial installation, the system can either be accessed directly or indirectly via the web interface from another machine as mentioned previously. The basic design of the system does not encourage direct use of the machine, although there really isn’t anything that prevents it. If possible, use the web browser.

Once the main installation is completed, go about the task of configuring the network cards. The main manual indicates how to do that. The first thing to do is to confirm and correct the IP settings and masks for each of the interfaces. These should have been entered on installation but can be altered now. Another problem that might be encountered is that the settings that were entered during installation will not allow you to communicate with the web interface of the machine and make changes. In that event you will be forced to utilize the machine directly to make changes. See USING THE MACHINE DIRECTLY for issues connected with this type of interaction.

USING THE WEB INTERFACE:

The tool for remote administration is a php-based system available from port 8443. The system has to be configured to specify which networks are allowed administrative access.

Once the system goes online, the internet interface should only be provided access when absolutely necessary and, if necessary, the firewall should be modified to allow access to the 8443 port only from selected IP addresses.

Be careful to use only the navigation menus and buttons on the pages, not those on the browser (specifically refrain from the browser “back” button).  If you forget to do this it is not critical, but the web interface program will remind you to stop. In addition to using the “back/cancel/apply” buttons, don’t forget to use the menu on the left. Each of the main menu items on the left has a single layer of submenus that are revealed upon inspection of the link.

When using this interface, one will discover that the interface is predominantly intuitive. However, be careful to pass the cursor over all parts of the screen or certain critical links will be missed.  

STUMBLING POINTS:

Defining the network card in “SystemSetup/NetworkCards”:

The program will change the firewall zone associated with the interface EVERY time the networkcard is accessed via this page and will make it WAN. If this is not the desired effect be sure to change it back.

Defining the internet service setup:

One of the most critical items in the configuration is that of the internet access.  When examining the “internet access” menu, a summary of the connection setup is displayed where options can be chosen from dsl, isdn, modem or lan access. If you want to change something like the lan access setup (hooking to a cable modem or other routers), the default gateway and interface needs to be defined, so select the “cable/lan” submenu item on the left because the items on this main “internet access” page are generally not editable. The problem is that when the “cable/lan” information is displayed, it is not clear at all how to make changes.  There don’t appear to be any appropriate buttons and the fields cannot be edited here either. Upon careful inspection, one will discover that the device name (eth0, eth1) is actually a link, not at all obvious, but once you click the link the access fields like default gateway, system name, dns server etc can be defined.

This was not a part of the initial installation and will be a setup issue for most users.

NICs will not come up running even though they are configured to boot:

Although the source of this problem is unclear, it is possible to create a scenario in which the device looks to be properly configured but will just not boot. If the device can be started by using the ifconfig command directly, it is clear that the software is just in an ambiguous state.

(Try starting the card by using ifconfig something like this:

ifconfig eth0 up 192.168.1.5 netmask 255.255.255.0

)

Overcoming the ambiguity can be accomplished by simply going through the process of (re)defining the interface specs even though there may not be any changes at all. Go through the motions and “apply” the ‘changes’ anyway and restart the machine and the problem should abate.

USING THE MACHINE DIRECTLY:

One of the most frustrating aspects of configuring the machine if you are knowledgeable about unix is the way the software is designed to support web interface modification at the expense of direct manipulation. For those users who know nothing about unix, this might be a good thing because it minimizes the likelihood that changes will have a disastrous effect on the firewall.

However, a linux administrator would know that the main configuration files for the system are found in the /etc directory. Therefore, in order to customize the setup, one would simply find the correct file(s) in the /etc directory, make changes and restart the service or reboot. The problem is that the design of the MNF is to store the basic configuration information somewhere else, and with good reason. 

In order to implement the configuration changes that are made to the web interface, the system is designed to store scripts that define the basic machine setup and regenerate a significant part of the /etc directory with those scripts every time you make a change to the configuration. This manifests itself when you go to one of those files and try to edit it directly. There is a comment header in the file stating that you should not try to edit the file directly but go to the /usr/share/naat/templates where one would find a “template” copy of the /etc directory. For example, the /etc/sysconfig/network file is where the main network configuration parameters are defined: default gateway device/ip, ip forwarding flag, hostname, domainname, etc. The top of /etc/sysconfig/network indicates that this file should not be modified and the file that should be modified is in the /usr/share/naat/templates directory.

The problem is that the directory does not have a file that can be edited, but instead has a script that generates the file. From that point you become a dog chasing your own tail trying to locate the environment variables etc used by that script.  Suffice to say that it appears that the MNF has taken the same philosophy of the previous product (Single Network Firewall) and upgraded it by making it even more difficult to make custom modifications to the system setup.

A short-term solution that side-steps problems like this in order to correct problems with the configuration (not customizing) is to understand that the /etc files are reconfigured when you “apply” changes from the web interface. This will allow for changes to be made directly to the /etc files as long as the web interface is not used. Once the correct changes are made to the system via the web interface, the system generally incorporates the changes into the right files and subsequent reboots work fine.

It appears that alternating between the web interface and the direct manipulation of the files can lead the system into a state in which it can not correctly decipher what configuration to use and will drop things like interfaces or the default gateway. Fortunately, it appears that resetting all of the appropriate values from the web interface (even those that appear to be failing) can eventually lead to a working system.

This introduces yet another problem with the web interface design. On numerous occasions the web interface indicates that the cards are correctly configured and running, but upon direct investigation of the configuration of items such as the routing table (via netstat) or the health if the NICs (via ifconfig) it can be determined that the devices are not working at all or were not initialized on boot when the system says that the card wis configured to do exactly that. Sometimes this happens if the card is incorrectly configured, but in other cases, all that is required is a proper use of the “ifconfig .. up “ command to make the card functional, indicating the NIC was not the problem but that the system was in a confused state.

In order to diagnose these problems, it would be helpful if a few of the obvious diagnostic outputs were available from the interface, like dynamically generating the ifconfig output and/or the routing tables. Unfortunately, this has to be done command-line at this point and is actually necessary is some circumstances as a result of the inconsistency of the web interface report of the status of the devices and the actual status.

The saving grace for making changes that are truly customized is that some of the /etc files are not actually updated when the web interface updates the system. One example of that is discussed in the section addressing the changes necessary for implementing screened subnets using static routes.

So be careful when making changes directly to the system and document the changes that are made. Whenever possible, it is advised that scripts should be written and stored in directories other than /etc (e.g. /root/configscripts) in the event that the files might be overwritten automatically by the system. It is basically impossible to be able to distinguish the files the web based administration tool changes from the ones it doesn’t.

SERVICES available from the FIREWALL:

As mentioned previously, one of the convenient features of the firewall is the availability of a number of commonly used services from the firewall itself. Use of these services on the firewall itself should be performed only after careful consideration. One of the fundamental issues of security is the minimization of the functionality of any machine with a service or functioning as a firewall. All services can be viewed as a potential for exploitation and minimizing the services, further hardens the security.

Obviously, placing these services on the firewall is convenient and wonderful when expediency is a concern. In addition, it is not generally a problem to move these services once the network is functional, but is a little bit time-consuming. Consider leaving these services off and setting up another machine inside the firewall to provide these services.

GENERAL FIREWALL RULES and STRATEGIES:

The firewall setup basically sets up classes of rules. One is able to assign the rule sets to an arbitrary entity (selective machines, subsets, etc) based on the nature of the entity (e.g. is it a LAN, the external internet/WAN, the firewall itself/FW, the DMZ or something else). The basic rule sets for these are already defined and provide a good basis for customization. You can even assign different rules for machines on the same network segment, however, in the initial setup just be sure to assign the appropriate rules to each different interface and worry about optimizing later. 

Be careful though because reversing the WAN/LAN setup will basically cripple your system, as it will loosen the rules for outside to inside access and deny access to the internet for your users.

DMZ design and MNF:

The basic problem with the MNF is that the design considers all networks to be connected to the MNF system in a star configuration.. directly connected.  This makes it difficult to support other configurations without using the command-line interface.

If there are additional routers and subnets behind the main firewall, the automated setup from the web interface can’t possibly be expected to determine what is there and how to configure it. This is no different than what most linux installation packages do. In general one would use some static-routing functionality in order to show proper routes through  the complexity of the internal network.

E.g.


OR

 




The purpose in providing the setup as indicated here is damage control if the firewall becomes compromised. With the use of the appropriate rules, one can significantly limit the information a compromised external firewall can see and the negative damage it can inflict.

So where do are these routes placed? ->   /etc/sysconfig/static-routes

The network script in /etc/rc.d/init.d is written to read the file “static-routes” above and make an appropriate call to “/sbin/route” in order to add the route to the routing table.

As it currently stands, add lines formatted as follows, being sure to put “any” at the beginning of the line.

any net 111.112.120.0 netmask 255.255.255.0 gw 111.112.113.4

any net 111.112.121.0 netmask 255.255.255.0 gw 111.112.113.5

any net 111.112.122.0 netmask 255.255.255.0 gw 111.112.113.6

Once this is complete, appropriate firewall zones should be set up and implemented according to support these different networks and their various needs. Defining the zone type in the “FirewallRules/ZoneSetup” page will allow specification of zone “-“ and then to define the option “multi” and then to add additional “host” definitions to the interface. At that point, additional zones can be set up and new rules for those zones implemented.
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